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Baseline standard Switch Cisco

1.Hostname
#hostname <name>
FIDENIIUY
#hostname SAT_SWXXX 01
Humsnatelitugunsal Switch Tnemssadeimiuasiosdomiumng wugsiags
SAT SWXXX 01
SAT: Aofisaniuil iinksog nam,
Sw: dofls SW=Switch
XXX: Aofa $U Switch
01: 1losanidled! Switch 1nndn 1 67 egluannuiliendiunazdl Series Miojumiloutu diav
ii3sdedssugunsnl
2.Enable Password
#enable secret <password>
FBENT LU
#enable secret P@sswOrd
Hunswadn Password rieuftaziiiglvmn Privileged EXEC Mode viofiFandudienih Tnun
enable
NUNBLYR) aipsldinssarlneld command “enable password <password>” iflasan
command #ifins encryption
3.Username Las Password
#username <name> privilege <level> secret <password>
0819 LU

#username admin privilege 15 secret P@sswOrd

'
[

\Wun1siam Username wag Password Mu local d@udds privilege 15 1uiiasweenis

s
a

sasrundvdlunsdaagunsal vinewan 15 umneaeiifavigedian

sneing: naaluiidetasirlulfluFesnsBuduinulunsdiil Access 13 Port Console,
Line vty (ssh, telnet) {usu

4.Line Console

#line console 0



g Line console 0 adiunisdarnielu port console 499 switch tiuias

#login local

DunsiernliiinnsBudiufse Local Userame / Password ﬁgﬂﬂ%’lﬁﬁﬂ’lﬂiuﬁa Switch ({
Fmsadelslusunoudt 3)
5.Access Control List
#ip access-list standard <access-list name>
$19819 LU

#ip access-list standard VTY-ACL

#10 permit 192.168.0.XX 255.255.255.0

\Junnsadns Access Control List tias11iame Network #idnunsa Access #1u line vty (SSH)
W 29 Network Y0MIUEQUATYUU (ANATDE19AB 192.168.0.XX/24)
6.SSH

Wunnsa319n1s Remote L%mﬁ'qﬂﬂizﬁ Switch SSH F3azdiaaad1s domain-name, a3 key
gen. uazidenld SSH Version 2 fudognaduansd

#ip domain-name ninehua.com

#crypto key generate rsa

(2048)

#ip ssh version 2

arnneld Line vty Tiinstudusnusne Local Username/Password iadsliludunauit 3
wSauvsimuAns Remote \anitgunsaisneBang SSH windy “transport input ssh” wazsnia 1P
andae Access Control List fia$sl3lude 6 fafegau

#line vty 0 4

#login local

#transport input ssh

#access-class VTY-ACL in

#exec-timeout 10 0

vanews - liuugihlildnms Remote ihusens Telnet Fazdmaiosmnudasasfoluszuy
LSOV

7.IP Management Lae Gateway



Wmsadhs IP dmsuldlunis Management sineq wu 19lun1s Remote ¢ SSH dhundish
gunsad, 10U Source Address lumanaqnsdl wu dwiuds Log TA Server, T¥amSudaneatiu SNMP
Hudu feeng 1y

#vlan 9

#name SWMGMT

#interface vlan 9

#description SWMGMT

#ip address 192.168.0.XX 255.255.255.0

#no shutdown

#5719 IP Gateway #19619819

#ip default-gateway 192.168.0.XX
8.Port Uplink

drunnazdu Interface Mousaluds Switch M8 Core w3o Distributed Switch sy &
ffnazsarliu Port TRUNK il Description asunedmau wiounainissiia Traffic Tiaruls
Wz vian Aldau denegrsnssensoluil

#interface gigabitethernet 1/0/24

#description SAT SWXXX_01-to-SAT ACC36 01 Gigl04

#switchport nonegotiate

#switchport mode trunk

#switchport trunk allowed vlan 10,20,21,22

#no shutdown
9.Port Downlink

drunastiiu Interface Mdoudeludsgunsnl End Device Wiy Computer, Printer waggunsal
Bu 1usty Tumssaeidudusioall Description , fernifu mode access (Default (i dynamic), 324

LY

Vian, A9Ali port Lganue forward Laviufiaua1de spanning-tree portfast wagdaeiunisi

£ '
(Y

Switch Wnndeusedi Port w3 Interface Ler&q “spanning-tree bpduguard enable” 4679819
selull (azdean port security WisAnAlFuM)

#interface gigabitethernet 1/0/1

#description PC_Engineer

#switchport mode access



#switchport access vlan 10
#spanning-tree portfast
#spanning-tree bpduguard enable
#no shutdown
10.Logging
dlofl Log Server agluszuy $nfuszdedernnisds Log ndgUNIal Switch U7 Server

5u€] §0e19 Log Server 31 IP Address = 192.168.0.XX anansasaaléeiatl
#logging 10.10.100.10

11. service password-encryption

1N13 Encryption LﬁﬁﬁﬁUiﬁﬁGﬁﬂ‘]ﬁgﬂﬁg\‘iﬁﬂu Switch diterudasnds W saaInn1Ieeen
enable password

#service password-encryption
12.Save Configuring

1113 save config

#copy running-config startup-config



Baseline standard For Switch HP

Core Switch H3C 7500

#5179 gateway 10819 29 192.168.88. XXX /24
#interface Vlan-interface88
#description [P-Management WLC
#ip address 192.168.88.254 255.255.254.0
#dhcp select relay

#dhcp relay server-select 1

Switch H3C s3600
#Interface vlan-interface 1
#Ip add 192.168.33.9 255.255.255.0
#lp route-static 0.0.0.0 0.0.0.0 192.168.33.254
#Ping 8.8.8.8 AD109
#Int Gi 1/1/3
#Port link-type trunk
#Port trunk permit vlan 132 132 77 78 88 112 101 100 400
#Int Eth 1/0/10
#Poe enable
#Port link-type trunk
#Port trunk permit vlan 132 132 77 78 88 112 101 100 400

#Port trunk pvid vlan 101



Aaagetudinnisdanuaaaugisdu (Configuration Management )
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